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IMPORTANT: Before you use this manual, make sure you have the most recent revision.
Look at the revision of this document to make sure it agrees with the most current revision
found in the FMS Technical Library. Download the latest revision if necessary.

All references to other manuals and instructions in this manual can be found in the FMS
Technical Library. Make sure you have the most recent revision.

READ CAREFULLY: OPW Fuel Management Systems and Dover Fueling Solutions cannot
be held responsible for installations, configurations or use of its products that does not comply
with the most recent documentation available.

NOTE: It will be necessary to have Single Sign-On (SSO) credentials to get access to
manuals, instructions, software updates and other important assets. Speak with your FMS
sales representative or contact FMS Customer Service at 1-888-679-3835 (1-888-OP\W-
FUEL) for information. Once you have been approved for SSO credentials go to the FMS
Technical Library to find the most recent revisions of all manuals and instructions.
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OPW Fuel Management Systems is a part of Dover Fueling Solutions.
Copyright Information

© 2023 Dover Fueling Solutions. All rights reserved. DOVER, the DOVER D Design, DOVER FUELING
SOLUTIONS, and other trademarks referenced herein are trademarks of Delaware Capital Formation.
Inc./Dover Corporation, Dover Fueling Solutions UK Ltd. and their affiliated entities.

Contact OPW Fuel Management Systems

6900 Santa Fe Drive, Hodgkins, IL 60525, USA

Visit us at https://www.doverfuelingsolutions.com/.

Sales Support: (888) 679-3835 (7:30 a.m. to 4:00 p.m., US CST) * Email orders to:
FMSorders@doverfs.com * Send billing inquiries to: Dbs_na_ar_inquiries@dovercorp.com

Call 1-877-OPW-TECH (877-679-8324)
For calls outside US and Canada, call +1-708-485-4200

Monday through Friday, 7 a.m. to 6 p.m., US CST
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Section 1 Maintenance Mode

NOTICE: When maintenance work must be done inside the terminal you must do the
procedure below to put the terminal in Maintenance Mode. If you do not obey these
instructions, a BREACH can be caused that can erase the SPM and SVM security keys.

NOTE: It will be necessary to have the DFS Unlock mobile application installed on a mobile
device to do this procedure. The app is available for Apple iOS 9.0 and later and Android 5.0
and later. Other devices are not supported.

IMPORTANT: It will be necessary to have Single Sign-On (SSO) credentials to get access to
manuals, instructions, software updates and other important assets. Speak with your FMS
sales representative or contact FMS Customer Service at 1-888-679-3835 (1-888-OPW-
FUEL) for information.

. v

1.1 Preparation

The SPM and SVM components will be in one of four (4) states that will be shown on the screen:

« Initial/Waiting for Install: In this state when shipped from the factory.

o Operational: Secure components are operating normally. Once the configuration and diagnostic test
are completed at startup, system is placed in operation via the maintenance mode.

« Device Removal: Component has not been breached but has been slightly moved types, DUKPT.

o Breach: The SPM or SVM security keys have been erased due to the component being tampered with.
Component should be returned to the factory.
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To put the unit in Maintenance Mode:

P

-

= 2 seconds each

)

Credit

Insert Card or Pay Inside

Cancel

1. Touch the idle touchscreen in the upper left corner, then the right corner and back to the left corner
(refer to the illustration above). You will have two (2) seconds between touches before the screen
times out.

Please make a selection:
SPM State: Operational
Display State: Operational
SPM/Display Battery: Good/Good

Diagnostic

Maintenance

Cancel Sys Info

2. Inthe selection screen, select Maintenance.
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Maintenance Mode Selected
Press Ready for response code entry
SPM Random Challenge Code is =>

4ACT7 16A7 563F A1E2
D48D BC94 8E8F D672

Cancel

3. On the "Maintenance Mode Selected" screen, select Print to print the Challenge Code you see on the
screen.

NOTE: The next steps will take approximately 30 minutes. You must have a username and
password to enter the DFS Extranet.

1.2 DFS Unlock Application

The section that follows is to be used by approved technicians and ASOs

Download the free DFS Unlock mobile app to your device. Use a download store applicable to your device.

1.2.1 Device OS Support

The operating systems and versions that follow are supported by the DFS Unlock mobile application:
e AppleiOS 9.0 and later
e Android 5.0 and later

If a device operating system is not listed above, it is not supported by the DFS Unlock mobile application.

1.2.2 DFS Unlock First Time Use

NOTE: The screens shown in this section are only necessary the first time you use the app. If
you have authorized the device and set a PIN before, go to "Log In to the Mobile App" on

page 9.

M1024_r2 PV300E Reference Manual | Dover Fueling Solutions 6



Terms and Conditions

Terms

DFS Unlock Terms of Use and Privacy Policy

Dover Fueling Solutions reserves the right to
update and revise these terms and conditions at any time at
its sole discretion.

I'accept the new Terms and Conditions ﬁ

DISAGREE AGREE

After you install the DFS Unlock mobile app to your device, the Terms and Conditions screen will come into
view when the application opens.

1. Selectthe link in the Terms box to see the DFS Unlock Terms of Use and Privacy Policy.
2. After you have read the policy, select the checkbox at the bottom of the screen.

3. Select the AGREE button to continue.
DFS Unlock

GET AUTHORIZATION CODE

Your authorization code has been sent to you via
email. Please enter the authorization code below and
click ‘Validate Code’.

Authorization Code

VALIDATE CODE

When you log in for the first time, the screen above will come in to view. Select GET AUTHORIZATION
CODE.

You will receive an authorization code by email or text message.

Enter the code in the Authorization Code field, Then, tap the Validate Code button.

NOTE: SMS text is supported only if the user's company supports SMS text messages.
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IMPORTANT: The application will give you up to 3 tries to enter the correct authorization
code. The code will be expired after the third try. then you must get another authorization
code.

\

Please Create Pin

0 1 2 3
4 5 6 7
8 9 CLEAR

The application will prompt you to set a PIN number. This PIN numberis used to enter the application again if
fingerprint function is deactivated and the application has been moved to the background. This can occur if
you push the Home button on your device while you are in the application.

IMPORTANT: If you forget your PIN you must uninstall the application, then install the
application again to re-set the PIN.

Allow DFS Unlock to access
this device’s location?

After your PIN is set, the application will show the "Log Activity" screen (if applicable in your profile) or the
“Challenge/Response Code” screen. When you first log in, the application will prompt to get access to your
device location. You must give the application access to the device location or you will not get a Response
Code.
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NOTE: PCI compliance requires DFS to collect location data only for security auditing
purposes.

1.2.3 Log In to the Mobile App

FUELING SOLUTIONS

DFS Unlock Mobile Application

Username *

Password

When you open the DFS Unlock mobile application, you will be prompted to log in with your username and
password.
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Sign in with your organizational account

Password

Dover Single Sign-On Cookie Usage

This website places a cookie on your computer to
remember you after a successful ligin so you do not
need to enter your credentials every time at repetetive
logins. We do not store your actual credentials, but
use an encrypted certificate instead. The cookie also
remembers the name of the application that you last
logged in on. These cookies automatically expire after
10 hours. This information is not collected by this
website. A cookie is a small text file plaved on your
computer. You may elect not to accept cookies by
changing the designated settings on your Web
browser

© 2016 Microsoft

After you enter a valid username tap the Password field and you will be taken to a single sign-on (SSO) login
screen.

r

IMPORTANT: The login screen shown above and the steps to complete the login procedure
can be different for your organization. After you are logged in to the application for 24 hours,
the application will log you out automatically. You must log in again to continue to use the
application.

NOTE: If you have not been given SSO credentials, speak with a DFS representative.

\ J

Enter your credentials and then sign in. The application will then show the “Challenge/Response Code”
screen.
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DFS Unlock CERTIFICATES LOGOUT HELP

Request Code For:

*Valid Certificate is required to access a device.
Please check if you have valid certificate and contact
helpdesk for any certification needs.

Challenge Code:

Challenge Code

GET RESPONSE CODE

Select the iXPay/SPM/SCD device type from the Request Code For drop-down.

Enter the SPM Random Challenge Code you received from the PV300E terminal.

Tap the Get Response Code button. The application will show a Response Code.

INFORMATION: For more information, see the DFS Unlock user manual(P/N W2940306).
This manual is available from the DFS Extranet at
https://www.doverfuelingsolutions.com/login. Click the “Log In” link under the DFS Extranet
icon.

1.3 Complete the Maintenance Mode Operation

N

Maintenance Mode Selected
Press Ready for response code entry
SPM Random Challenge Code is =>

4AC7 16A7 563F A1E2
D48D BC94 8E8F D672

Go back to the terminal screen and select the Readybutton.

Enter SPM Response Code

HEHRBHEH

Enter the Response Code that you received from the DFS Unlock application.
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If the response code is correct, the terminal shows "Maintenance Mode Selected." After a timeout, the
terminal will go back to the Maintenance Entry menu.

Please make a-selection;
SPM State” Maintenance

Display State: Maintenance
SPM/Display Battery-Good/Good

DUKPT Keyset

The system is now in Maintenance Mode as shown in the screen above.

If the code you entered is incorrect, the display will show "Invalid Code" and the response code must be
entered again.

CAUTION: Obey all recommended safety precautions before you do maintenance
work.

Do all necessary maintenance work.

NOTE: Ifitis necessary to de-energize the system to do a maintenance procedure, it can be
done when the unit is in Maintenance Mode.

WARNING: To prevent dangerous conditions, make sure that it is safe to
supply power to the unit when maintenance work is completed (if the system
was de-energized as above).

1.4 Put the Unit Back in Operational Mode

Do the procedure below to put the PV300E terminal back in Operational Mode after maintenance work has
been completed.
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Please make a selection:
SPM State: Maintenance
Display State: Maintenance
SPM/Display Battery: Good/Good

Diagnostic

DUKPT Keyset Operational

Sys Info

Select the Operationalbutton.

Enter Access Code

Cancel

Enter the Access Code (8311) to put the system into operation.

Entering
Operation Mode
Please press Ready
to Confirm

Select the Ready button and wait for the on-line POS prompt to come into view.

Credit
Insert Card or Pay Inside

Cancel

The system is now in operation as shown by the on-line prompt screen (example screen shown above).

TIP: Run a test sale to make sure that operation is correct.
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Revisions - M1024

Revision # ECO Effective Software Version Key Changes
0 1847 1/22/21 Initial Release

Delete Wayne Portal instructions,

- 2 Sl Add DFS Unlock instructions.

2 GD 7/19/2023

NOTE: Itis possible that older software versions might not support all features
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